Keeping Your
Family Safe on the
Internet
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1 out of 3 users on the internet are
children according to a 2016 survey.

Facts:

from 3 to 4 years
old were using
the internet

“

Fastest growing group of internet users
are kids age 10 and up.
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http://www.youtube.com/watch?v=d5kW4pI_VQw

Possible Dangers a
Child Might be
Exposed to
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Watching inappropriate, explicit , or violent
videos

Clicking potentially harmful third-party ads.

Exposure to inappropriate, dangerous, or
even life threatening online games and
challenges like the Blue Whale & Momo.
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1. Educate

your kids
about online
dangers.

6 Internet Safety Tips
Every Kid Should Know

0 Keep Your Passwords Secret

Except from Parents

€ Don't Talk to Strangers

Only talk to people you've met in person

€) Don't Give out Your Phone #

Unless a parent says it's okay.

Q Close and Tell an Adult

When you see something bad online.

 Ask Before you Download

Or Your Computer Could get Sick.

() Only Say/Share Nice Things

Always Be Kind!
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Stay
Safe

Don't give out
your personal

information to
people / places

you don't know.

Don't
Meet Up

Meeting someone
you have only
been in touch

with online can be

dangerous.

Always check with

an adult you trust.

Accepting
Files

Accepting emails,
files, pictures or
texts from people
you don’t know
can cause

problems.
P

Reliable?

Check information
before you believe
it. Is the person
or website telling
the truth?

SMART tips based on resources from www.thinkuknow.co.uk

Tell

Someone

Tell an adult if
someone or
something makes
you feel worried
or uncomfortable.

© Teaching 'daed

www.leachingideas.co.uk
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2. Use a content filter and
block websites.

Information explains DNS Filters

3. Install a child-safe internet
browser.

Information about child-safe internet browsers.



https://geekflare.com/dns-content-filtering-software/
https://www.commonsensemedia.org/lists/kid-safe-browsers-and-search-sites

FIFTEEN APPS.
PARENTS SHOULD KNOW ABOUT 555 s

4. Keep your
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small kids o
away from
certain types
of apps.

' to sen

MEETME is a dating social media
app that allows users to connect
with people based on geographic
proximity. As the app's name
suggests, users are encouraged
to meet each other in person.

WHATSAPP

WHATSAPP is a popular
massaging app that allows users
texts, photos,
voicemails, make calls and video
chats worldwide. WHATSAPP
uses an internet connection on
smart phones and computers.

BUMBLE

BUMBLE is similar to the popular
dating app “Tinder" however, it
requires women to make the
first contact. Kids have been
known to use BUMBLE to create
fake accounts and falsify their
age.

LIVE.ME is a live-streaming video
aﬁp that uses geolocation to
share videos so users can find
out a broadcaster's exact
location. Users can earn “coins”
as a way to “pay” minors for
photos.

ASK.FM is known for cyber
bullying. The app encourages
users to allow anonymous
people to ask them questions.

GRINDR is a dating app geared
towards gay, bi and transgender
people. The app gives users
options to chat, share photos
and meet UE based on a smart
phone's GP3S location.

TIKTOK is @ new maobile device
app popular with kids used for
creatin%‘and sharing short
videos. With very limited privacy
controls, users are vulnerable
to cyber bullying and explicit
content.

SNAPCHAT

SNAPCHAT is one of the most
w]pular apps in recent years.
hile the apﬂ Promises users
can take a photo/video and it
will disappear, new features
including “stories” allows users
to view content for up to 24
hours. Snapchat also allows
users to see your location.

HOLLA is a self-proclaimed
“addicting” video chat app that
allows users to meet people all
over the world in just seconds.
Reviewers say they have been
confronted with racial slurs,
explicit content, and more.

CALCULATOR%

CALCULATOR% is only one of
SEVERAL secret apps used to
hide photos, videos, files, and

% browser history.

SKOUT is a location-based
dating app and website. While
users under 17 years old are
unable to share private photos,
kids can easily create an
account using a different age.

BADDD is a dating and social
networking app where users can
chat, share photos and videos
and connect based on location.

hile the app is intended for
adults only, teens are known to
create profiles.

) KIK allows anyone to contact and

direct message your child. Kids

" can bypass traditional text

messaging features. KIK gives
users unlimited access to

~ anyone, anywhere, anytime.

WHISPER is an anonymous social
network that promotes sharing
secrets with strangers. It also
reveals a user's location so
people can meet up.

HOT OR NOT encourages users
to rate your profile, check out
people in their area, and chat
with strangers. The goal of this
app is to hook up.

For more information, contact Sarasota County Sheriff’s Office Community Affairs at 941.861.4005
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5. Monitor or limit your kid’s
gaming apps access.

Information about apps to be aware of

6. Create a seperate child account

on your device.
Apple Android Helpful Tips

7. Use a VPN for online privacy @
and security.

How to set up VPN Google Nest



https://www.familyeducation.com/mobile-apps/a-complete-guide-to-potentially-dangerous-apps-all-parents-should-be-aware-of
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjbj9Pj4enrAhVRmK0KHU3VBU4QFjAMegQIBhAB&url=https%3A%2F%2Fsupport.apple.com%2Fen-us%2FHT201084&usg=AOvVaw3WsKbNCf66CaOhYO0TlFgv
https://www.androidcentral.com/setting-kid-friendly-android-device
https://www.commonsensemedia.org/blog/step-by-step-tips-to-set-up-your-kids-iphone
https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&cad=rja&uact=8&ved=2ahUKEwjam4yp4unrAhVOUK0KHchSAuEQFjAHegQIAxAB&url=https%3A%2F%2Fwww.theverge.com%2F2019%2F3%2F1%2F18222182%2Fvpn-how-to-set-up-virtual-private-network-wi-fi-security-privacy&usg=AOvVaw1emiPjFDuEVylfBgG45v4n
https://support.google.com/families/answer/7521263?hl=en

1 1 only go online with a grown up

| tell a grown up if something
online makes me unhappy
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